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This guide provides a concise
framework for organisations to
implement explainable, ethical,
fair, and secure AI systems,
ensuring trustworthiness,
transparency, and societal
benefit. It outlines key
principles and actionable
steps.
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To develop reliable and ethical AI systems, organisations must
prioritise compliance, collaboration, and transparency throughout
the AI lifecycle.

Establish an AI Governance Board: Chief AI Officer or Data
Protection Officer.
Provide ongoing ethics and security training: for all relevant
stakeholders to ensure continuous awareness, accountability, and
alignment with best practices.
Ensure Compliance: Align with legal frameworks such as the EU
AI Act and GDPR.
Collaborate with Experts: Engage specialists in law, ethics, and
data science.
Consider Societal Impact: Involve societal stakeholders early to
assess AI’s broader effects.
Prioritise Human Values: Centre ethical considerations in the
machine learning pipeline (data collection, preparation, model
training, and deployment).
Document Thoroughly: Maintain detailed records to support
transparency and accountability.
Test for Robustness: Regularly evaluate systems for reliability
and resilience.
Promote Diversity: Build interdisciplinary teams to incorporate
varied perspectives.
Define Accountability: Clearly assign roles and responsibilities.
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in AI
Bias undermines fairness and accuracy. Address it proactively at
every stage of development.

Sources of Bias:
Historical: Reflects past inequalities.
Sampling: Non-random data collection.
Measurement: Inaccurate data labelling.
Selection: Biased data selection methods.
Confirmation: Reinforces existing beliefs.
Algorithmic: Introduced by model design or processing.

Mitigation Strategies:
Pre-processing: Relabelling, reweighting, or sampling techniques.
In-processing: Regularisation, constraint optimisation, or adversarial
learning.
Post-processing: Thresholding or calibration to adjust predictions.
 Implement data versioning and lineage tracking for provenance.
 Continuously monitor bias metrics post-deployment to detect drift.
 Engage affected communities in participatory dataset audits and
feedback loops.

Fairness Metrics:
Group fairness (statistical parity).
Similarity-based fairness.
Counterfactual fairness.

Fair Data Practices:
Obtain informed consent and use data only for intended purposes.
Ensure equitable data access to prevent monopolies.
Implement robust security to protect data.
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Explainability
Explainability fosters trust and compliance by clarifying AI
decision-making processes.

Model Types:
Glass Box: Fully interpretable, like decision trees, linear regression.
Black Box: Complex and less interpretable, like neural networks.

Explainability Types:
Local: Explains specific outputs, like SHAP, LIME.
Global: Describes overall model behaviour, like permutation feature
importance.
Model-Agnostic: Works on any model, like global surrogate models, SHAP,
LIME.
Model-Specific: Tailored to certain models, like Sensitivity Analysis,
Explainable Boosting Machine, LRP.

Key Methods:
SHAP: Quantifies feature contributions for local and global explanations.
LIME: Approximates complex model behaviour locally with interpretable
models.
Occlusion Sensitivity: Visualises feature importance in neural networks for
images.
Develop Datasheets for Datasets and Model Cards to document use-cases,
limitations, and ethical considerations.
Tailor explanations to audiences with interactive dashboards and natural-
language summaries.
Evaluate explanation quality via fidelity, stability, and user-study metrics.

Use Cases: 
What-if analysis, adversarial detection, regulatory compliance.

Challenges:
Complex implementation, access barriers, resource intensity, balancing
transparency vs. performance.
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Systems
AI systems face unique vulnerabilities—robust security is essential
for integrity and privacy.

Types of Attacks:
Evasion: Manipulating inputs to deceive models during inference.
Data Poisoning: Corrupting training data.
Privacy Inference: Extracting sensitive information from model
outputs.

Mitigation Strategies:
Adversarial Training: Strengthening models against evasion.
Data Sanitisation: Detecting and removing corrupted data.
Differential Privacy: Adding noise to protect individual records.
Federated Learning: Decentralised training for enhanced privacy
in 4G/5G/IoT contexts.
Conduct formal adversarial threat modelling, like NIST framework
and regular red-team exercises.
Develop incident response runbooks and maintain forensic
logging for AI security events.
Vet third-party model components and open-source libraries for
supply-chain risks.

Stakeholder Roles:
End Users: Demand transparency in AI behaviour.
Business Users: Oversee risk management and compliance.
Developers: Embed security-by-design with rigorous testing and
continuous monitoring.
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Considerations
Ethical AI aligns with human rights and regulatory standards to
ensure fairness and accountability.

Regulatory Rights:
GDPR: Access, rectification, erasure, restriction, portability,
objection.
EU AI Act: Mandates risk-based governance, transparency, and
human oversight.

Fair Data Use:
Adhere to data protection laws and ethical principles.
Secure data against unauthorised access.
Prevent discriminatory outcomes via vigilant monitoring.

Holistic Additions:
Align with international standards, like IEEE P7000, ISO/IEC
23894, OECD AI Principles for global consistency.
Employ Value-Sensitive Design to embed stakeholder values
(autonomy, justice, well-being).
Assess and minimise environmental impact by tracking carbon
footprint and optimising compute.
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for Trust

Risk-Based Prioritisation: Classify AI use-cases by harm
potential and apply proportionate safeguards.
Performance & Quality Metrics: Track accuracy, robustness,
latency, user satisfaction, and fairness.
Post-Deployment Monitoring: Implement alerts for concept
drift, performance decay, and automated retraining.
Transparency & Reporting: Publish periodic ethics and trust
reports summarising audits, incidents, and remediation.

Strengthen AI resilience with risk-based prioritisation, continuous
monitoring, and transparent reporting.
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Trustworthy AI drives innovation by
upholding fairness, transparency,
explainability, and security, while fully
respecting data protection principles
and embedding a human-centric
approach. By adopting comprehensive,
end-to-end practices, organisations can
build AI systems that genuinely benefit
society and foster lasting stakeholder
trust.



Trustworthy AI: 

What are your
thoughts on this
guide?
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